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Information Technology Case Study: Risk Assessments

Information Technology (IT) utilized worldwide across all Government agencies Client: US. Army Space and Missile
faces increasing optimization pressures, enhanced service demands, and competitive Defense Command (USASMDC).
affordability constraints. Summit Technical Solutions (STS) is an IT services . ,

id fferi t the latest technol £ d Project: Command Information
prov_l .er o _ermg customers the latest tec .no ogy, performance assurance, an Management System 11l (CIMS Il
administrative support necessary to excel in today’s fast paced IT market. We contract. CIMS provides a host
provide our customers a technical process centric, repeatable, and cost efficient of non-commercial integrated
approachs. Our team of technical experts deliver on-time, collaborative solutions information technology (IT) services

o D ’ ) T o and solutions for steady state
to protect our customers’ interests and assets while improving their mission critical and serge needs at various SMDC
activities. elements around the U.S.

. Client Results: USASMDC
Our ISO 9001:2015 quality controlled processes enables our team to focus on utilizes software that requires yearly

quality and configuration management in response to changing technology and assessments for accreditation by the
future growth requirements. For over 10 years we have continuously supported IT  Army Network Enterprise Technology

. . Command (NETCOM). The yearly
functions for the Army and the Air Force around the globe. system audits ensure systems that

integrate with DOD programs are

Our Proven IT Solutions and Professional Services: in compliance with DOD cyber
+ Cybersecurity Planning and Operations  « Independent Validation & Verification requirements.
* Help-Desk and On-Call Support Assessments The STS team provides thorough
* Network and Systems Administration * Technical Procedural Documentation review and risk assessments of these
« Software/Hardware Installation, » Video Teleconferencing Operations systems and associated databases
M d Mai . . & Mai fFE| . to ensure compliance is met before
anagement, an aintenance ntegration aintenance of Electronic i .se re-accreditation audits oceur,

« Certification and Accreditation Security and Monitoring Systems mitigating any findings of non-

. . * Incident Response Su ort compliance. In January of 2019,
Cybersecu"ty Operations P PP our CIMS-III STS team performed a

STS personnel provide technical support across multiple IT Operational support areas sk failing assessment of the Army

to include Program Management, Federal Information Security Management Act Force Tracking Cloud (FTCloud) Risk
Management Framework, reviewing

(FISMA) assessments, Independent Validation and Verification (IV&V) assessments, the program and associated
Risk Management Framework (RMF) system reviews and accreditations, and database for errors that would cause
Enterprise Mission Assurance Support Service (eMASS). Our personnel design, a non-compliance during a NETCOM

implement, maintain and review systems, cyber measures, controls & agency specific  audit.

cyber requirements to improve the overall network and system security architecture. As a result of the risk failing

. assessment made by STS, five major
IT Lifecycle Management findings, each multi-part issues,

. . . were reported to the owner of
At STS, our specialists provide complete life cycle management of software, the FTCloud system. Upon review

hardware, and other IT equipment through design, test, data analysis, management, and collaboration with the SMDC
and installation of new systems. We have the expertise to support classified and system owner, the STS team assisted
unclassified networks, VTC systems, Command and Control Systems, Voice Systems,  With the resolution of each of the
desk positions and terminals. STS recognizes key considerations necessary for findings, updating the systems and

. . . . ilitv. configuration control. scalability. and databases, preparing the software for
equlpmgn.t.standardlzatlon, mte.roperab! ity, g , \A a successful review by NETCOM.
the flexibility to adapt to changing requirements.
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Team STS delivers a comprehensive
collection of IT services to help our
customers navigate changing technolo
with affordable, responsive IT solutions.




